~ UBNDTINHLAICHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc

$62305 /STTTT-BCVTCNTT Lai Chdu, ngay /6 thang /2 nam 2022
VIV Céanh béo 15 hong bao mat anh huéng
cao va nghiém trong trong cac san pham
Microsoft cong bo thang 12/2022
Kinh gui:
- Céc S¢, Ban, Nganh tinh;
- UBND cac huyén, thanh phd.

Ngay 13/12/2022, Microsoft da phat hanh danh sach ban va thang 12
v6i 52 16 hong bao mat trong cac san pham ctia minh. Ban phéat hanh thang
nay dic biét dang chu y cac 10 hong bao mat c6 muc anh hudng cao va
nghiém trong sau:

- L& hong bao mat CVE-2022-44698 trong Windows SmartScreen cho
phép dbi tuong tan cong thuc hién tdn cong vuot qua co ché bao mat. LS hong
nay dang bi khai thac trong thuc té.

- L5 hong bao mat CVE-2022-41076 trong PowerShell cho phép ddi
tuong tin cong thuc thi mi tir xa. Ld hong nay anh huong dén nhiéu san pham
nhu: Microsoft Exchange Server, Skype for Business Server,...

- L& hong bao mat CVE-2022-44713 trong Microsoft Outlook for Mac
cho phép d6i twong tin cong thyc hién tin cong gia mao (spoofing).

- L& hong bao mat CVE-2022-44699 trong Azure Network Watcher
Agent cho phép ddi tuong tan cong thuc hién tin cong vuot qua co ché bao mat.

- L6 hong CVE-2022-44710 trong DirectX Graphics Kernel cho phép ddi
tuong tan cong thuc hién nang cao dic quyén. LS hong ndy di co6 ma khai thac
duoc cong bd rong rai trén Internet.

- 02 156 hong bao mat CVE-2022-44690, CVE-2022-44693 trong
Microsoft SharePoint Server cho phép ddi tuong tin cong thuc thi ma tir xa.

- 02 16 hong bao mat CVE-2022-44678, CVE-2022-44681 trong
Windows Print Spooler cho phép ddi twong tan coéng thuc hién nang cao

dac quyeén.



- 02 156 hong bao mat CVE-2022-44708, CVE-2022-41115 trong
Microsoft Edge (Chromium-based) cho phép dbi tugng tdn cong thuc hién nang
cao dic quyén.

- L& hong bao mat CVE-2022-44673 trong Windows Client Server
Run-Time Subsystem (CSRSS) cho phép ddi twong tdn cong thuc hién ning
cao dic quyén.

Thong tin chi tiét cac lé héng bao mat co tai phu luc kem theo.

Nham dam bao an toan thong tin cho hé thong thong tin ciia Quy co quan,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va
Truyén thong dé nghi quy co quan thuc hién:

1. Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thyc hién cip nhat ban va kip thoi dé tranh nguy co bi tAn
cong (tham khdo thong tin tai phu luc kem theo).

2. Tang cudng giam sat va sin sang phuong 4n xtr 1y khi phat hién c6
d4u hiéu bi khai thac, tin cong mang; déng thot thuong xuyén theo doi kénh
canh bao cua cac co quan chirc ning va cac to chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét co thé lién hé ddu mdi hd tro cua Cuc An
toan thong tin: Trung tim Giam sat an toan khong gian mang qudc gia, dién
thoai 02432091616, thu dién tir: ais@mic.gov.vn.

Trén day 1 canh bao 16 hong bao mat anh hudng cao va nghiém trong
trong cac san pham Microsoft cong bd thang 12/2022, kinh dé nghi Quy co quan
quan tam thuc hién./.
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PHU LUC

Théng tin vé céc 16 héng biao mat trong san pham Microsoft thang 12/2022

(Kém theo céng van so ISTTTT-BCVTCNTT ngay thding  nam 2022)
1. Thong tin cac 16 héng bao mat
STT CVE Mo ta Link tham khao
- Diém: CVSS: 5.4
- Mb ta: 16 héng trong
Windows  SmartScreen
CI}O phep d(.)f m?ng Atan https://msrc.microsoft.co
cong thuc hién tan cong miupdate-
1 CVE-2022-44698 | vuot qua co ché bao mat. . -
xR . : . | guide/vulnerability/ CVE
L6 hong nay dang bi khai 2022-44698
thac trong thyc te.
- Anh huong: Windows
10/11, Windows Server
2016/2019/2022.
- Piém CVSS: 8.5 (Cao)
- Mb ta: 16 hong trong
PowerShell cho phép doi
tuong tan cong thuc thi | https:/msrc.microsoft.co
ma tir xa. m/update-
2| CVE-2022-41076 | "4 b huomg: Windows | guide/vulnerability/CVE
7/8.1/10/11, Windows | -2022-41076
Server
2008/2012/2016/2019/2022
, PowerShell 7.2/7.3.
- Piém CVSS: 7.5 (Cao)
- Mb ta: 16 héng trong
Microsoft Outlook for
Mac cho phép do6i twong | https:/msrc.microsoft.co
tan cong thuc hién tan | m/update-
3 CVE-2022-44713 cong gia mao (spoofing). | guide/vulnerability/CVE
- Anh huong: Microsoft | -2022-44713
Office 2019 for Mac,
Office LTSC for Mac
2021.
-Piem CVSS: 5.5
- M6 ta: 16 hong trong _ .
Azure Network Watcher rr:]tjﬂs.é/ar?:_rc.mlcrosoft.co
4 | CVE-2022-44699 | Agent cho phép dbi twong | or

tan cong thuc hién tan
cong vuot qua co ché bao
mat.

guide/vulnerability/CVE
-2022-44699




4

STT

CVE

M0 ta

Link tham khao

- Anh huong:
Network  Watcher
Extension.

Azure
Vm

CVE-2022-44710

- Piém CVSS: 7.8 (Cao)

- M6 ta: 16 héng trong
DirectX Graphics Kernel
cho phép d6i tuong tin
cong thuc hién nang cao
dic quyén. Ld hong nay
da c6 ma khai thac duoc
cong bd rong rai trén
Internet.

- Anh huéng: Windows 11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2022-44710

CVE-2022-44678,
CVE-2022-44681

- Piém CVSS: 8.8 (Cao)

- Mo ta: 16 hong trong
Windows Print Spooler
cho phép d6i tuong tin
cong thuc hién nang cao
dic quyén.

- Anh huong: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-44678
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-44681

CVE-2022-44690,
CVE-2022-44693

- Piém CVSS: 8.8 (Cao)

- Mo ta: trong Microsoft
SharePoint  Server cho
phép d6i tuong tin cong
thuc thi ma tir xa.

- Anh huong: Microsoft
SharePoint Server 2019,
SharePoint Foundation
2013, SharePoint
Enterprise Server
2013/2016.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-44690
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-44693

CVE-2022-44708,
CVE-2022-41115

- Piém CVSS: 8.3 (Cao)

- Mo ta: L hong trong
Microsoft Edge
(Chromium-based) cho
phép d6i tuong tin cong
thuc hién nang cao dac
quyén.

- Anh huong: Microsoft
Edge

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2022-44708
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2022-41115



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44708
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44708
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44708
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44708
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STT CVE Mo ta Link tham khao
-Piém CVSS: 7.0 (Cao)
- Mo ta: Ld héng trong
Windows Client Server
Run-Time Subsystem | https://msrc.microsoft.co
9 CVE-2022-44673 (CSRSS) cho phép do6i | m/update-

tuong tan cong thuc hién
nang cao dic quyén.

- Anh huong: Windows
7/8.1/10, Windows Server
2008.

guide/vulnerability/ CVE
-2022-44673

2. Hwéng din khic phuc

Bién phap tot nhat dé khac phuc 14 cap nhét ban va cho céc 16 hdng bao mét noi

trén theo huéng dan cua hing. Quy don vi tham khao cac ban cap nhat phu hop cho cac

san pham dang st dung tai link ngudn tham khao tai myc 1 ctia phu luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/en-us
https://www.zerodayinitiative.com/blog/2022/12/13/the-december-2022-

security-update-review
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